reporting specificities for security projects

This annex applies specifically to the Security projects (Directorate General Entreprises)
Security research has certain specificities relating to its sensitive nature and the particular capability gaps that need to be addressed to protect Europe’s citizens. Therefore, the classification of information and the application of strict rules on confidentiality can be essential to the success of research activities. On the other hand, public or governmental end-users of the security research results request to be more actively involved in the programme. It is therefore essential that adequate provisions are foreseen at the level of the reporting that meet both requirements. This concerns information to be provided to the Programme Committee and information allowing the Commission to follow-up the use and the production of classified information as well as the exchange of sensitive material subject to transfer- or export-licensing or projects addressing a topic subject to specific national or international legal restrictions in this context.
1. Project Information to the Programme Committee

The Programme Committee needs information in order for the Member States to be able to inform “end-users” of research of potential interest to them and to coordinate national research. The publishable summary report will be used for that purpose. If a Consortium wishes or if the Commission requests it, a more detailed version of the summary report will be provided just for the Programme Committee. 

For sensitive projects, it could happen that the Commission in agreement with the Consortium decides that no summary report should be published. In that case, the Consortium will provide the information of the so-called “publishable summary report” but just for the Programme Committee.  

The content of this project related information should normally be unclassified. This communication would be for Member States information only with no right to communicate or transfer and with no right of use.

2. Deliverables table

The template to be used for security projects should take into account the possibility of having classified / sensitive information as deliverables. Any information or material, of which an unauthorised disclosure could cause varying degrees of prejudice to EU interests, or to one or more of its Member States, must be classified. The EU-classification has to be used for that purpose in the frame of this call. 

This will be foreseen Article 7, special clauses in 21, 22, 23, 24 and 33.

There are 4 levels of classification
:

EU TOP SECRET: This classification shall be applied only to information and material the unauthorised disclosure of which could cause exceptionally grave prejudice to the essential interests of the European Union or of one or more of its Member States. 
There will be no EU TOP SECRET classified information in FP7 actions.

SECRET UE: This classification shall be applied only to information and material the unauthorised disclosure of which could seriously harm the essential interests of the European Union or of one or more of its Member States.
CONFIDENTIEL UE: This classification shall be applied to information and material the unauthorised disclosure of which could harm the essential interests of the European Union or of one or more of its Member States.
RESTREINT UE: This classification shall be applied to information and material the unauthorised disclosure of which could be disadvantageous to the interests of the European Union or of one or more of its Member States.
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3. Report on the Security Aspects Letter (SAL)

If a Security Aspects Letter (SAL) forms part of the Grant Agreement, a SAL-report should contain the following information:

· actual information flow of classified information between the beneficiaries 

· actual exchange of sensitive material subject to transfer or export licensing

· for topics subject to specific national or international legal restrictions, reporting on how these restrictions have been taken into account
A report on the Security Aspects Letter (SAL) should be provided by the consortium showing the actual information-flow of classified information between the beneficiaries using the SAL template

If during the development of the project, there is unforeseen classified information, need to exchange of sensitive material subject to transfer- or export-licensing or if a topic subject to specific national or international legal restrictions is addressed, the Commission should be notified without any delay. A SAL should be provided and the Grant Agreement will be amended.

Security Aspect Letter (SAL) TEMPLATE

This template should be filled in for all sensitive projects and will be part of the Grant Agreement

	Use of classified Background

	Subject
	Classification level
	Owner (Name+

country)
	Beneficiaries wanting to access
	Comments including purpose of the access and planned use
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	Clearance
	Planned date of access
	Actual Date of access
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	

	Production of classified Foreground 

	Subject
	Classification level
	Owner (Name+

country)
	Beneficiaries involved in production or wanting to access
	Comments including purpose of the access and actual use
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(+country)
	Clearance
	Planned date of access
	Actual Date of access
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


	Exchange of sensitive material subject to export or transfer licence

	Subject
	Type of material
	Owner

(Name+

country)
	Beneficiaries requiring access to sensitive material 
	Comments including purpose of the export or transfer
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(+country)
	Licence ref
	Planned date of transfer
	Actual date of  transfer
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	

	Topic submitted to legal restrictions

	Subject
	Restrictions

description
	Ref to national or international legislationd to legal restrictionsct to export or transfer licence




























































	Beneficiaries subject to restrictions
	Comments 

	
	
	
	Name

(+country)
	Action taken
	Planned date of action
	Actual date of action
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


� 	Commission Decision 2001/844/EC, ECSC, Euratom published in OJ L 317 of 3.12.2001 amended by  Commission Decision 2006/548/EC, Euratom published in OJ L 215 p.38 of 5.8.2006


� 	PU = Public


PP = Restricted to other programme participants (including the Commission Services).


RE = Restricted to a group specified by the consortium (including the Commission Services).


CO = Confidential, only for members of the consortium (including the Commission Services).


CL restricted = Classified with the mention of the classification level restricted "Restreint UE"


CL confidential = Classified with the mention of the classification level confidential "Confidentiel UE"


CL secret = Classified with the mention of the classification level secret "Secret UE"
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